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Gale National Geographic Kids 
Part 1 

Resource Type (Digital or Applica�on) Digital 

Applica�on/So�ware Title (with links) Gale Na�onal Geographic Kids 

Gale National Geographic Kids 

Developer/Vendor Gale/Cengage Group 

Privacy Policy, Terms of Use (Links) https://www.cengagegroup.com/privacy/ 

https://www.cengagegroup.com/legal/terms-gale/ 

Descrip�on of Applica�on and its Educa�onal 
Value (Refer to “About Us” page, if 
applicable) What is the ini�a�ve? Describe your 

ini�a�ve in enough detail that a reader who knows 
nothing about your work will understand the 
purpose of your ini�a�ve and who your partners 
and other stakeholders are. Describe what you’re 
doing, how it works, who is involved and when or 
how long your ini�a�ve runs. 

Gale Na�onal Geographic Kids includes magazines, 
books, images, and videos. Included informa�onal 
texts, fun features, and weird and wacky facts make 
this resource especially suitable for English Language 
Arts, Social Studies, and Science classrooms 
(Focused Ed). 

Part 2 

Is this ini�a�ve a data-linking program under 
FOIPPA?  
If yes, this PPIA must be submi�ed to the Office of 
the Informa�on and Privacy Commissioner (OIPC). 
A data linking program is when mul�ple dis�nct 
data sets are used in conjunc�on with each other. 
(E.g. MyED informa�on used in School Messenger) 

No 

Is this ini�a�ve a common or integrated 
program or ac�vity (CIPA)? 
If yes, this PPIA must be submi�ed to the Office of 
the Informa�on and Privacy Commissioner (OIPC). 
A CIPA is a program or ac�vity that provides one or 
more services through a public body either working 
collabora�vely or on behalf of other public bodies 
or agencies. 

No 

What Personal Informa�on (PI) is involved?  
List all the PI elements that will be collected, used, 
and/or stored through the use of this app by (but 
not limited to): students, staff, parents, and 
vendors, even uninten�onally. If the answer is 
‘none’, then skip to PART 5 and submit this PIA to 
the Privacy Officer for comple�on. 

For K-12 students, collec�on is restricted to 
educa�onal use and parental rights apply. 

 Iden�fying informa�on (Name, email address, 
mailing address, telephone number, login 
creden�als, school affilia�on, roles) 

 Device informa�on (IP address, device/browser 
type, geoloca�on, cookies, search history, usage 
ac�vity) 

Use  
What is the PI used for (purpose)?  
Will the PI be used to make decisions that directly 
affect individuals? Does the vendor/provider use 
collected PI for other purposes, e.g., to adver�se its 
services to students, teachers or parents? 

 PI collected will be used to authen�cate users, 
deliver personalized content, and enhance 
pla�orm performance. 

 PI may be used to adver�se Gale or Cengage 
services, but only with user consent 

https://go-gale-com.bc.idm.oclc.org/ps/start.do?p=NGMK&u=bcdc
https://www.cengagegroup.com/privacy/
https://www.cengagegroup.com/legal/terms-gale/
https://www2.gov.bc.ca/gov/content/governments/services-for-government/policies-procedures/foippa-manual/data-linking-programs
https://www.oipc.bc.ca/documents/guidance-documents/2367#:~:text=A%20CIPA%20is%20a%20program,other%20public%20bodies%20or%20agencies.
https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2
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 Users can opt out of marke�ng communica�ons 
via account se�ngs or privacy request channels 

Disclosure  
Who will/might access the PI?  
How might the vendor/provider share the collected 
PI? What disclosure to 3rd par�es might occur 
(which 3rd par�es) and the type of PI being 
disclosed/shared. How might disclosed PI be used 
(see above)? 

Personal Informa�on (PI) may be accessed by the 
following: 

 By schools/libraries to access usage data from 
student accounts, course ac�vity, grades, etc. 

 By Cengage staff for account management, 
support, and service delivery.  

 By authorized third-party service providers (e.g., 
hos�ng, analy�cs, integra�on pla�orms) for 
usage pa�erns analyses and performance 
improvements. To support integra�ons and user 
workflows and to send op�onal marke�ng 
communica�ons (only with user consent). 

Security  
Describe the measures put in place, including those 
implemented internally and by the provider, to 
secure the PI and to prevent unauthorized access to 
the PI. Describe the technical and physical 
measures in place to protect the PI.  

Cengage protects personal informa�on (PI) using 
encryp�on (in transit and at rest), strict access 
controls, secure authen�ca�on, and con�nuous 
system monitoring. 

Part 3 

Will any PI be stored outside Canada?  
Yes or No. If No, skip to PART 4 

Yes 

Is any of the PI ‘sensi�ve’? 
Click on link above to determine if PI is considered  
sensi�ve 

Yes 

Where is the PI being stored?  
Where, what regions are the PI being stored in, 
including backups. What hos�ng providers are 
being used? 

 PI for Gale Presents: Na�onal Geographic Kids is 
stored and backed up in the United States (and 
poten�ally other countries). 

 Cengage uses authorized third-party cloud 
hos�ng providers to store and manage PI 
securely. 

 Tools such as ServiceNow, Google Analy�cs, 
Dynatrace, Splunk are used for support, 
analy�cs, and monitoring, which may also 
involve data residing in the U.S. 

Part 4 

Ownership and Reten�on of PI 
Who owns the PI, according to applicable 
contracts/agreements. Describe the provisions, 
controls and guarantees in place on the reten�on 
of PI: storage before expiry, backups, 
destruc�on/dele�on of PI 

 General reten�on: PI is kept only as long as 
necessary—for business, legal, accoun�ng, 
repor�ng, or educa�onal purposes—then 
securely deleted or anonymized. 

 K-12 student data: Held only as long as needed 
for educa�onal objec�ves, deleted upon client 
(school) or parent/student request  

 MindTap content: Instructors can retrieve data 
up to one-year post-termina�on; a�er, Cengage 
may permanently delete all user data.  

https://www2.gov.bc.ca/gov/content?id=154B2A25C6DD493D8FA0F70C8135347C#sensitive
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Accuracy of PI 
Describe the provisions that allow individuals to 
request correc�ons to their PI held within the 
applica�on/service 

Users in Canada can opt-out and request correc�ons 
or dele�on of their data through Cengage’s privacy 
request process. If you would like to request a 
correc�on or dele�on of your personal informa�on, 
please fill out the privacy form or call 1-855-477-
9840. For inquiries, send an email to 
privacy@cengage.com. 

Part 5 

Recommenda�on  
Recommenda�on for Approval, 
Abeyance/Suspension (pending further review) or 
Rejec�on, based on a review and assessment of 
Privacy Risk. For an approval, provide any 
applicable condi�ons of use and/or other risk 
mi�ga�on measures advised to achieve an 
acceptable level of privacy risk 

Approved. 

PIA Version 1.0 

Date Created 27 October 2025 

References https://cengage.my.site.com/s/rtbf 
h�ps://www.cengage.ca/privacy/k12-no�ce 
h�ps://www.cengage.ca/lms-admin/mindtap-
service-agreement 
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