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Brightspace D2L 
Part 1 

Resource Type (Digital or Applica�on) Digital 

Applica�on/So�ware Title (with links) Brightspace D2L 
h�ps://sd62.onlinelearningbc.com/ 

Developer/Vendor Desire2Learn (D2L) 

Privacy Policy, Terms of Use (Links) D2L Privacy Policy 

Descrip�on of Applica�on and its Educa�onal 
Value (Refer to “About Us” page, if 
applicable) What is the ini�a�ve? Describe your 

ini�a�ve in enough detail that a reader who knows 
nothing about your work will understand the 
purpose of your ini�a�ve and who your partners 
and other stakeholders are. Describe what you’re 
doing, how it works, who is involved and when or 
how long your ini�a�ve runs. 

Brightspace is a cloud-based learning management 
system (LMS) used by K-12 schools, 
colleges/universi�es, and organiza�ons. It provides a 
central hub where courses, assignments, 
discussions, resources, and assessments live online, 
suppor�ng both in-person and remote learning. 

Part 2 

Is this ini�a�ve a data-linking program under 
FOIPPA?  
If yes, this PPIA must be submi�ed to the Office of 
the Informa�on and Privacy Commissioner (OIPC). 
A data linking program is when mul�ple dis�nct 
data sets are used in conjunc�on with each other. 
(E.g. MyED informa�on used in School Messenger) 

No 

Is this ini�a�ve a common or integrated 
program or ac�vity (CIPA)? 
If yes, this PPIA must be submi�ed to the Office of 
the Informa�on and Privacy Commissioner (OIPC). 
A CIPA is a program or ac�vity that provides one or 
more services through a public body either working 
collabora�vely or on behalf of other public bodies 
or agencies. 

No 

What Personal Informa�on (PI) is involved?  
List all the PI elements that will be collected, used, 
and/or stored through the use of this app by (but 
not limited to): students, staff, parents, and 
vendors, even uninten�onally. If the answer is 
‘none’, then skip to PART 5 and submit this PPIA to 
the Privacy Officer for comple�on. 

 Student full name 

 Email address 

 Username and password 

 Educa�onal background info 

 Student course enrollment 

 Date and �me courses were last accessed by 
student 

 Time spent on par�cular assignments 

 Name of school(s) a�ended 

 Student Personal Educa�on Numbers (PENs) 

 Course comple�ons and grades 

 Grades and assessment scores 

 Student course content loaded by school district 
or school 

https://sd62.onlinelearningbc.com/
https://www.d2l.com/legal/privacy/?_gl=1*1uyyd5o*_up*MQ..*_gs*MQ..*_ga*MTAwNzc2OTQxMi4xNzUxOTIwMTM2*_ga_B52EBYYQQY*czE3NTE5MjAxMzQkbzEkZzEkdDE3NTE5MjE4MDAkajYwJGwwJGgzODczNjI1MjI.#site-list
https://www2.gov.bc.ca/gov/content/governments/services-for-government/policies-procedures/foippa-manual/data-linking-programs
https://www.oipc.bc.ca/documents/guidance-documents/2367#:~:text=A%20CIPA%20is%20a%20program,other%20public%20bodies%20or%20agencies.
https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2
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 Student comple�on or grade score or proficiency 
scale 

 Student ac�vity logs  

 Quiz and assignment responses 

Use  
What is the PI used for (purpose)?  
Will the PI be used to make decisions that directly 
affect individuals? Does the vendor/provider use 
collected PI for other purposes, e.g., to adver�se its 
services to students, teachers or parents? 

 For teachers to manage and deliver online 
courses, including evalua�ng student progress 
and assigning grades. 

 For students to access course materials, 
complete assignments, take quizzes and tests, 
par�cipate in online discussions, and 
communicate with their instructors and peers 

 For parents / guardians to view their child's 
ac�vity on the pla�orm to see how their child is 
progressing in their courses, to communicate 
with their child's teacher, ask ques�ons, and get 
updates on their child's academic performance. 

Disclosure  
Who will/might access the PI?  
How might the vendor/provider share the collected 
PI? What disclosure to 3rd par�es might occur 
(which 3rd par�es) and the type of PI being 
disclosed/shared. How might disclosed PI be used 
(see above)? 

Personal informa�on (PI) may be accessed by D2L 
staff, the user’s ins�tu�on (e.g., school or 
organiza�on), and authorized instructors or 
administrators for educa�onal and support 
purposes. 

Security  
Describe the measures put in place, including those 
implemented internally and by the provider, to 
secure the PI and to prevent unauthorized access to 
the PI. Describe the technical and physical 
measures in place to protect the PI.  

 Brightspace by D2L secures personal informa�on 
(PI) using TLS encryp�on, role-based access 
controls, and secure cloud hos�ng via AWS. 

 Internally, D2L enforces confiden�ality 
agreements, annual privacy and security 
training, and ISO 27001 and SOC 2 compliance. 

 Physical safeguards include off-site encrypted 
backups and real-�me security monitoring to 
prevent unauthorized access. 

Part 3 

Will any PI be stored outside Canada?  
Yes or No. If No, skip to PART 4 

No 

Is any of the PI ‘sensi�ve’? 
Click on link above to determine if PI is considered  
sensi�ve 

Yes 

Where is the PI being stored?  
Where, what regions are the PI being stored in, 
including backups. What hos�ng providers are 
being used? 

Personal informa�on involved in the use of 
Brightspace is stored and backed up in Amazon Web 
Services (AWS) servers within Canada. 

Part 4 

Ownership and Reten�on of PI 
Who owns the PI, according to applicable 
contracts/agreements. Describe the provisions, 
controls and guarantees in place on the reten�on 
of PI: storage before expiry, backups, 
destruc�on/dele�on of PI 

 Personal Informa�on (PI) is stored securely in 
Amazon Web Services (AWS) servers within 
Canada with encryp�on in transit and at rest, 
backed up for data availability and reliability, 

https://www2.gov.bc.ca/gov/content?id=154B2A25C6DD493D8FA0F70C8135347C#sensitive
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and subject to reten�on policies defined by the 
ins�tu�on. 

 Data can be deleted upon request, and D2L 
supports purge tools and restores only within a 
limited window (typically 30 days) a�er dele�on. 

Accuracy of PI 
Describe the provisions that allow individuals to 
request correc�ons to their PI held within the 
applica�on/service 

User can request correc�ons to their personal 
informa�on (PI) by contac�ng their ins�tu�on (e.g., 
school or school district) that manages the 
Brightspace account. D2L acts as a data processor 
and will assist the ins�tu�on in upda�ng or 
correc�ng PI as needed. 

Part 5 

Recommenda�on  
Recommenda�on for Approval, 
Abeyance/Suspension (pending further review) or 
Rejec�on, based on a review and assessment of 
Privacy Risk. For an approval, provide any 
applicable condi�ons of use and/or other risk 
mi�ga�on measures advised to achieve an 
acceptable level of privacy risk 

Approved. 

PIA Version 1.0 

Date Created 07 July 2025 

 


