
                

                    

Adobe Creative Cloud 
Part 1 

Resource Type (Digital or Applica�on) Applica�on 

Applica�on/So�ware Title (with links) Adobe Crea�ve Cloud 

Developer/Vendor Adobe 

Privacy Policy, Terms of Use (Links) Adobe Privacy Center 
h�ps://www.adobe.com/ca/privacy/policy.html 

Descrip�on of Applica�on and its Educa�onal 
Value (Refer to “About Us” page, if applicable) 
What is the ini�a�ve? Describe your ini�a�ve in 
enough detail that a reader who knows nothing 
about your work will understand the purpose of your 
ini�a�ve and who your partners and other 
stakeholders are. Describe what you’re doing, how it 
works, who is involved and when or how long your 
ini�a�ve runs. 

Adobe Crea�ve Cloud is a suite of industry-
standard crea�ve applica�ons—such as Photoshop, 
Illustrator, Premiere Pro—designed to support 
student learning in digital media, visual arts, 
communica�on, and STEM. It helps students and 
teachers develop digital literacy and crea�vity 
through hands-on projects and integra�on with 
classroom tools. 

Part 2 

Is this ini�a�ve a data-linking program under 
FOIPPA?  
If yes, this PPIA must be submi�ed to the Office of 
the Informa�on and Privacy Commissioner (OIPC). A 
data linking program is when mul�ple dis�nct data 
sets are used in conjunc�on with each other. (E.g. 
MyED informa�on used in School Messenger) 

No 

Is this ini�a�ve a common or integrated 
program or ac�vity (CIPA)? 
If yes, this PPIA must be submi�ed to the Office of 
the Informa�on and Privacy Commissioner (OIPC). A 
CIPA is a program or ac�vity that provides one or 
more services through a public body either working 
collabora�vely or on behalf of other public bodies or 
agencies. 

No 

What Personal Informa�on (PI) is involved?  
List all the PI elements that will be collected, used, 
and/or stored through the use of this app by (but not 
limited to): students, staff, parents, and vendors, 
even uninten�onally. If the answer is ‘none’, then 
skip to PART 5 and submit this PPIA to the Privacy 
Officer for comple�on. 

*** Students will not have their personal 
informa�on collected when using the applica�on 
on district devices. However, if they decide to 
create an account online, some personal 
informa�on will be collected, used, or stored. *** 
 
 Iden�fying Informa�on  

o Full Name 
o Email address 
o Telephone number 
o Mailing address 
o Username and password 
o Date of birth (e.g., for student verifica�on) 
o School or organiza�onal affilia�on 
o Job �tle or role 

https://creativecloud.adobe.com/
https://www.adobe.com/ca/privacy.html?mv2=cch
https://www.adobe.com/ca/privacy/policy.html
https://www2.gov.bc.ca/gov/content/governments/services-for-government/policies-procedures/foippa-manual/data-linking-programs
https://www.oipc.bc.ca/documents/guidance-documents/2367#:~:text=A%20CIPA%20is%20a%20program,other%20public%20bodies%20or%20agencies.
https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2


                

                    

 Device Info (IP address, OS, browser type and 
se�ngs, Mobile device ID, device model & 
manufacturer) 

 Content & media (uploaded/created 
documents, images, audio, video, metadata 
files, comments or posts made in forums) 

 Payment & billing informa�on (credit/debit 
card details, billing address, purchase history, 
subscrip�on data) 

Use  
What is the PI used for (purpose)?  
Will the PI be used to make decisions that directly 
affect individuals? Does the vendor/provider use 
collected PI for other purposes, e.g., to adver�se its 
services to students, teachers or parents? 

 Adobe uses personal informa�on (PI) to deliver 
and improve its services, verify user eligibility 
(e.g., student/teacher status), provide support, 
and personalize user experiences 

 PI may be used to make decisions that directly 
affect individuals, such as gran�ng access, 
customizing features, or enforcing terms based 
on usage and account data. 

 Adobe also uses PI for adver�sing, including 
sending promo�onal offers and tailoring ads to 
users like students, teachers, or parents based 
on behavior and preferences 

Disclosure  
Who will/might access the PI?  
How might the vendor/provider share the collected 
PI? What disclosure to 3rd par�es might occur 
(which 3rd par�es) and the type of PI being 
disclosed/shared. How might disclosed PI be used 
(see above)? 

 Adobe may share PI with affiliated companies, 
adver�sing and sales partners, and third-party 
service providers who process data on Adobe’s 
behalf. This includes iden�fiers (e.g., name, 
email), device data, and usage analy�cs. 

 PI may be disclosed to data brokers, 
aggregators, professional networks, and public 
sources for purposes like fraud detec�on, 
security, and personaliza�on. Adobe also 
shares PI when legally required. 

 Shared PI can be used for targeted adver�sing, 
service improvement, security monitoring, and 
legal compliance. Adobe maintains contracts to 
restrict how third par�es use and disclose this 
data. 

Security  
Describe the measures put in place, including those 
implemented internally and by the provider, to 
secure the PI and to prevent unauthorized access to 
the PI. Describe the technical and physical measures 
in place to protect the PI.  

Adobe Crea�ve Cloud protects PI with mul�ple 
security measures. It encrypts data in transit and at 
rest, manages access controls through the 
Enterprise Dashboard, and requires strong 
passwords with mul�-factor authen�ca�on. Adobe 
also restricts access to data centers, uses 
surveillance cameras, and conducts quarterly 
access reviews to prevent unauthorized entry. 

Part 3 

Will any PI be stored outside Canada?  
Yes or No. If No, skip to PART 4 

Yes 



                

                    

Is any of the PI ‘sensi�ve’? 
Click on link above to determine if PI is considered  
sensi�ve 

Yes 

Where is the PI being stored?  
Where, what regions are the PI being stored in, 
including backups. What hos�ng providers are being 
used? 

Adobe stores PI on servers located in various 
countries, including the United States and Ireland. 
If you're in North America, your data is typically 
handled by Adobe Inc. (U.S.); outside North 
America, Adobe Systems So�ware Ireland Limited 
is the data controller. While data may be stored 
outside Canada, Adobe implements safeguards to 
comply with Canadian privacy laws like PIPEDA, 
including encryp�on, access controls, and 
contractual protec�ons. 

Part 4 

Ownership and Reten�on of PI 
Who owns the PI, according to applicable 
contracts/agreements. Describe the provisions, 
controls and guarantees in place on the reten�on of 
PI: storage before expiry, backups, 
destruc�on/dele�on of PI 

Ownership: Adobe acts as the data controller when 
providing services directly to individuals (e.g., 
students, teachers, staff). 
Reten�on, Storage & Backups: PI is stored on 
Adobe’s servers, which may be located outside 
Canada, including in the U.S. and Ireland. Adobe 
uses encryp�on, access controls, and contractual 
safeguards to protect stored data. Deleted files in 
Crea�ve Cloud are retained for 30 days in the 
“Deleted” folder before permanent removal. For 
inac�ve free accounts, files may be deleted a�er 18 
months of inac�vity. 
Destruc�on & dele�on: Users can delete their 
Adobe accounts, which permanently removes their 
PI and cloud-stored content. Adobe may also 
delete data once it exceeds the reten�on period 
defined by contract or policy. 

Accuracy of PI 
Describe the provisions that allow individuals to 
request correc�ons to their PI held within the 
applica�on/service 

 Users can log in to their Adobe account profile 
to update their personal informa�on. 

 Adobe allows individuals to submit privacy 
inquiries or correc�on requests through its 
Privacy Inquiry Form. 

Part 5 

Recommenda�on  
Recommenda�on for Approval, 
Abeyance/Suspension (pending further review) or 
Rejec�on, based on a review and assessment of 
Privacy Risk. For an approval, provide any applicable 
condi�ons of use and/or other risk mi�ga�on 
measures advised to achieve an acceptable level of 
privacy risk 

Approved. 

PIA Version 1.0 

Date Created 03 July 2025 

 

https://www2.gov.bc.ca/gov/content?id=154B2A25C6DD493D8FA0F70C8135347C#sensitive
https://www.adobe.com/ca/privacy/privacy-contact.html

